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FOREWORD

Recent years have seen the rise of geoeconomics around the world and
the brittleness of global value and supply chains, which has been further
increased by the Covid-19 pandemic and Russia’s aggression in Ukraine.
The risk of disruptions in critical economic flows has heightened, chal-
lenging national economic resilience around Europe. For the foreseeable
future, the world economy is likely to be a less predictable and more
volatile environment than before. Geoeconomic risks are here to stay,
and what is needed are new tools to identify, assess and monitor them to
enhance preparedness against them.

In September 2021, the Finnish Institute of International Affairs (F11A)
launched the International Business Risk and Resilience Monitor for
Strengthening National Economic Preparedness project at the request
of the Austrian Federal Ministry of Labour and Economy (former Austrian
Ministry for Digital and Economic Affairs). The project was funded by the
European Union via the Technical Support Instrument (“1s1”) and imple-
mented by F11A in cooperation with the European Commission/European
Commission’s Directorate General for Reform Support (DG REFORM).
Faced with the rise of geoeconomics, Austria seeks to improve its national
economic resilience and is in the process of developing a new framework
and capstone document for this purpose. To achieve this, Austria requires
an improved capability to identify and assess transnational geoeconomic
risks. Considering that private sector actors are at the forefront of these
risks and responsible for most critical economic activities, they also need
to be included in the national risk picture.

Consequently, this project aims to develop new analytical tools to
support public and private risk management and enhance strategic-lev-
el public-private dialogues concerning geoeconomic risks. It develops
an advanced concept for an International Business Risk and Resilience
Monitor, a digital tool that combines foresight, risk management and
strategy development in dealing with transnational geoeconomic risks.
The concept is embedded in a thorough analysis of current geoeconomic
trends and an expert assessment of geoeconomic risks from a corporate
perspective. This final report summarizes the project’s main findings,
which are discussed in more detail in several issue-specific publications.

The project team gratefully acknowledges the funding of this project
by the European Commission. We extend our gratitude to the Austrian
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Federal Ministry of Labour and Economy at whose request this project was
initiated. The research team would especially like to thank the members of
the steering group for its active and constructive engagement throughout
the project. The steering group consisted of representatives of the Austrian
Ministry for Digital and Economic Affairs, the National Emergency Supply
Agency of Finland as well as the European Commission (DG Reform).

Warm thanks are also due to all the experts who contributed with their
views and comments during different stages of the project, particularly
in Austria and Finland as well as in other European nations.

Helsinki/Vienna, 15 November 2022
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INTRODUCTION

In 1851, German manufacturer Ferdinand Theodor Einem opened a small
pastry shop in Moscow. He supplied the Tsar’s armed forces with syrup
and jam. The business prospered. Throughout the 1870s, Julius Heuss, who
took over the reins after Einem’s death, strived to make the family-owned
company Russia’s best pastry producer. The company operated 40 shops
from Samarkand to Riga. On the eve of the First World War, the compa-
ny had been issued a warrant of appointment to the Tsar, a prestigious
recognition at the time. Heuss’s example is illustrative of the long history
of close economic ties between Russia and Germany. In 1901, six out of
ten companies in Russia’s electricity industry were majority-owned by
German investors. Around ten years later, Russia sourced 48 % of its im-
ports from the German Empire, which in turn purchased approximately
44 % of Russia’s exports.!

Fast forward to today, and more than 1,000 companies have partly or
fully withdrawn from the Russian market in the wake of Russia’s war of
aggression against Ukraine and Western sanctions against Russia. It has
been estimated that the value of these companies’ investment in Russia
“represents the lion’s share of all accumulated, active foreign investment
in Russia since the fall of the Soviet Union”, thereby reversing “three dec-
ades’ worth of Russian economic integration with the rest of the world”.2

The contrast between these two examples could not be starker and is
a most useful reminder of the Janus-faced nature of cross-national eco-
nomic ties. Ever since Norman Angell reflected upon the peace-promoting
nature of economic interdependence, policy makers and entrepreneurs
have developed a much more pronounced interest in the benefits rather
than the dark sides of economic cooperation.3 The risks associated with
economic dependence that comes with interdependence has always ex-
isted but has been grossly overlooked.

Economic globalization has boosted the exchange of goods, raw ma-
terials, services, money and data and enabled substantial movements of
people. These exchanges have advanced the idea of a growing “deterrito-
rialization”, whereby distance and place no longer matter. But this idea is

1 Creuzberger 2022.
2 Sonnenfeld et al. 2022, 54, 61.

3 Angell1910.
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as alluring as it is flawed. Economic exchange depends on infrastructure,
and infrastructure runs through geospatial corridors. These corridors link
countries and markets together by connecting sources of origin to des-
tination regions via transit regions. Bound together by corporate supply
chains, these corridors are subject to more-or-less stringent regulatory
regimes that set the boundaries for economic interaction. These supply
chains, in turn, “are not the product of invisible hands . . . but rather the
result of concrete policies and competing models of political survival that
dominant ruling coalitions adopt in different states”.4

The mindset that underpins these policies has changed.® In the past,
globalization benefitted from a benign regulatory approach in which gov-
ernments clearly separated economic interests from security interests.®
Since the global financial crisis in 2008 and 2009, however, national secu-
rity has been increasingly portrayed as economic security.” Consequently,
governments have become more wary of the negative consequences of
global economic exchange in terms of national competitive advantage,
the shrinking of the middle class and detrimental effects on human rights,
climate change or public health.

Global economic exchange has also come to be seen as more problem-
atic because the practice of geoeconomics has resurfaced.® In the broad-
est sense, geoeconomics is the pursuit of power politics using economic
means. This includes measures such as embargoes, sanctions, export
controls, anti-competitive subsidies, investment screening mechanisms
and data localization measures. Geoeconomics is meant to advance and
augment the economic interests of one country while disciplining and
deterring its strategic competitors. This type of economic statecraft has
been motivated by the belief that strategic competitors do not pursue
economic cooperation for mutual benefits, but rather aim to advance their
own benefits at the expense of others. That is why technological standards,
technology transfers and supply chain security are at the heart of today’s
geoeconomic competition.

This, however, changes the nature of relations between businesses
and governments.® Gone are the days of laissez-faire governments that
give companies a free hand in conducting their affairs. In today’s geoeco-
nomic environment, governments intervene more frequently. The level

4 Solingen 2021, 9.

5 Borchert 2019; Choer Moraes and Wigell 2022.

6  Roberts and Lamp 2021.

7 HM Government 2010.

8 On the rise of geoeconomics, see Wigell, Scholvin and Aaltola 2018.

9  Borchert 2019; Sheffi1 2020; Weber 2019.
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of intervention is also set to cut deeper into business practices as stra-
tegic competition between nations is a structural factor that shapes the
international system.!°

This affects businesses at three levels. First, the texture of bilateral
and multilateral economic cooperation is fundamentally changing. En-
tire nations, not only certain market segments, can become no-go areas
for companies. This increases the risk of large write-downs on past in-
vestments that may become stranded. Second, the nature of industrial
competition is changing as political preferences shift towards national
champions that benefit from preferential government support measures.
Finally, geoeconomics affects corporate decision making and business
models because governments may prohibit companies from exporting
or importing certain components, restrict research cooperation with
certain countries for national security reasons or prohibit investments
in certain markets.

Companies, however, are not necessarily passive actors at the receiving
end of geoeconomic change. They also have agency. Corporate power may
run counter to government interests, and companies may shape economic
exchanges to their own commercial advantage.!! Corporate risk manage-
ment is an instrument that serves both ends. Still, geoeconomic com-
petition changes the frame of reference for corporate risk management.

Based on an international survey of corporate experts and individual
interviews with corporate risk managers, this study argues that awareness
of the impact of geoeconomic developments on corporate action is grow-
ing, but that more needs to be done to advance corporate geoeconomic
proficiency. To that end, this study develops an initial vision for an Inter-
national Business Risk and Resilience Monitor (IBRRM). We propose that
a collaborative tool based on this vision should underpin strategic-level
public-private cooperation. Closer cooperation between government
ministries and companies is needed to better understand the unfolding
geoeconomic landscape and the consequences of policy decisions meant
to curb the geoeconomic appetite of strategic competitors.

Einem Pastry, the small shop that grew into a famous establishment
in Tsarist Russia, did not withstand the test of history. Nationalized in
1922, the company was rebranded as Red October, although its German
origin remained part of the brand name until 1930.1? The company’s fate
is a historical vignette of what geopolitical upheavals may bring about.
The decoupling that followed echoes with contemporary developments.

10  See, e.g., Alami and Dixon 2020; Choer Moraes and Wigell 2022.
11 Borchert 2021; Choer Moraes and Wigell 2020.

12 Creuzberger 2022.
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As governments become more attentive to the modalities of how their
nations trade and cooperate with other nations, geoeconomic factors will
increasingly affect corporate strategies and business models. Compa-
nies, in turn, will have to walk a fine line between anticipating political
preferences and upholding their business interests. In this evolving en-
vironment, businesses may be torn between the risk of politically mis-
guided investments and excessive risk aversion. In parallel, as the number
and complexity of geoeconomic actions increase, ranging from financial
sanctions to new export controls and investment prohibitions, it is in the
common interest to work on new modes of public-private cooperation
and dialogue. We hope that the ideas put forward in this report will con-
tribute towards that goal.
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WHY GEOECONOMICS MATTERS

After a long phase of expanding economic globalization, which unfolded
in a largely benign international security environment since 1990, global
business activity has started to face new challenges - or new versions of
older challenges. At first, this happened slowly and through small crises,
and then through a succession of increasingly violent shocks from 2020
onwards. The first major shock was the Covid-19 pandemic, which re-
vealed the brittleness of critical global supply chains and a serious lack
of domestic manufacturing capabilities and capacities in many nations.
The second major shock is Russia’s war of aggression against Ukraine in
2022, to which the European Union (EU), the United States (Us) and other
Western nations have responded with unprecedented financial sanctions
and export control restrictions.

These major shocks come in addition to pre-existing trends whereby
states resort, increasingly, to a security-oriented view of international
economic exchange, as well as to policies to control or restrict such ex-
change for reasons of national security. This represents the emergence of
an intermediate form of capitalism, which we refer to as strategic capital-
ism (see Table 1). In strategic capitalism, the state intervenes strongly in
markets and industries it deems important from a national security per-
spective while adopting a liberal stance on other markets and industries.
While even economically very liberal systems tend to maintain strong
state intervention in the defence and security sectors, in strategic capi-
talism, the range of markets and industries subjected to security-oriented
interventions is broader than in market capitalism but more selective than
under state capitalism, in which the motivation for state intervention is
ideological and broad-based.!?

Market capitalism Strategic capitalism State capitalism
Scope of state intervention Limited Selective Broad
Dominant state goal Economic Security Political
State-business relations Distant Varied Close

Table 1: Varieties of capitalism
Source: authors

13 For the conceptualization of strategic capitalism, see Choer Moraes and Wigell 2020.
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During the Cold War, members of the European Economic Community
may be said to have pursued a mixed model in which security-oriented
considerations played a role for some industries, while successive gov-
ernments of different political persuasions engaged on a more ideological
spectrum regarding state-ownership versus privatization of certain in-
dustries and critical infrastructures. From the 1980s onwards, the dom-
inant trend in Western economic policy writ large was a move towards
free-market reforms, in other words, towards market capitalism. This
trend accelerated from 1990. Following the end of the Cold War, a major
thrust of Western economic policy was the market opening of new areas
of domestic economic activity such as telecommunications, transport
and energy, accompanied by successive rounds of trade and investment
liberalization with international partners. Business practices evolved in
response, in search of economic efficiency and new opportunities, leading
to higher levels of both inward and outward foreign direct investment.
These developments led to the emergence of longer and more internation-
alized supply chains, both within the European single market as well as
with third countries. In parallel, national security considerations, notably
security of supply considerations, were viewed with more optimism and
less stringency. The fact that companies and industries were becoming
increasingly dependent on extra-European suppliers or clients was viewed
largely positively. These trends also strengthened certain business prac-
tices such as just-in-time manufacturing, which achieved cost reductions
by reducing stockpiling.

Slowly, from the mid-2000s onwards, doubts began to surface about
the resilience of the market capitalist model that had emerged. In the
European context, concerns were raised about dependence on imports of
Russian fossil fuels, notably in light of Russian supply cut-offs to Ukraine
and certain other Central and Eastern European countries. In the run-up
to the financial crisis of 2008, the price of oil had surged to over 140 dollars
per barrel, with the prices of certain metals and agricultural commodities
rising in co-movement. Thus, concerns about security of supply, regard-
ing both prices and available quantities, became more topical, especially
in the case of fossil fuels. In more recent years, the issue of the availability
and global geographic distribution of certain rare minerals (so-called rare
earths) also came to the fore.

Adding to this growing range of goods now deemed sensitive, concerns
also arose regarding certain manufactured goods. During the Trump pres-
idency, the United States began to view China’s antagonistic practices in
technology transfers and intellectual property as significantly problematic
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for industrial competitiveness and national security.'* Over a short peri-
od, views converged significantly between the two sides of the Atlantic
(and became largely bipartisan within the Us), leading the EU and the
Us to adopt similar new export control restrictions against China, which
were also justified by concerns over human rights abuses. In parallel,
with the rise of the Fourth Industrial Revolution and technologies such
as artificial intelligence, states across the world - including major rival
powers such as Russia and China - openly declared major ambitions to
adopt new technologies, viewing them as key to achieving greater state
power, including military power.1>

It was against this rapidly evolving backdrop that two major accelerat-
ing shocks occurred: the Covid-19 pandemic, which revealed a disturbing
lack of manufacturing capabilities in Western economies, and Russia’s
2022 invasion of Ukraine, which has led to unprecedented economic
sanctions against Russia - effectively bringing the world close to a com-
plete decoupling between Russia and most of the advanced economies
of the oECD. The cascading consequences of Russia’s aggression against
Ukraine continue to evolve, with major threats to global food supplies
and energy markets.

Russian energy and the Fortum company

The debacle of the Finnish majority state-owned energy giant For-
tum is a cautionary tale of overexposure to a supplier that had a
known propensity for weaponizing energy supplies.

Russia’s use of energy supplies as a tool of coercion and the
potential dangers of even the first Nord Stream pipeline, not to
mention the second, had been well documented already prior to
2010, including in publications issued by both Finnish and Swedish
institutions.®

In light of the annexation of Crimea and the Donbas War of
2014-2015, certain European corporations’ and governments’
choice to increase their exposure to Russian energy can only be
described as a systemic failure to take geoeconomic risks into con-
sideration.

German corporations and the German federal government pur-
sued this trajectory mainly through the Nord Stream 2 project.?

14  Office of the United States Trade Representative 2018.
15  Christie et al. 2021.
16  See, e.g., Liuhto (ed.) 2009; Hedenskog and Larsson 2007; Vihma and Wigell 2016.

17 For a geoeconomic analysis of the Nord Stream 2 project, see Vihma and Wigell 2016.
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Fortum, which had pre-existing activities in Russia, chose to in-
crease its exposure to the Russian market by purchasing the Ger-
man energy company Uniper, which had a large Russian portfolio,
starting with a purchase of 47.35 % of shares concluded in June
2018,'® and with subsequent purchases of shares culminating in a
75.01 % stake by August 2020.1° Through Uniper alone, Fortum had
acquired new exposure to the Russian energy market in two forms:
- Power generation facilities inside Russia, totalling 11.245 MW
of installed capacity as of December 2021 (for comparison,
this equals to around two thirds of Finland’s total capacity)2°
- Astake in the Nord Stream 2 project through loans to Nord
Stream 2 AG.

By September 2022, the share price of Uniper had collapsed by 90 %
as compared to January 2022, and the German government decided
to nationalize Uniper, with Fortum receiving EUR 500 million for
its share. At the time, it was estimated that Fortum had made a net
loss of EUR 6 billion from its Uniper investment.?!

In addition to matters of security of supply, the current war involves
strong financial sanctions by the Us and the EU against Russia. The use of
financial sanctions - limiting access to Western capital markets, foreign
exchange markets and financial services - has been extensive in recent
decades, leveraging the strongly dominant position of Western nations.??
However, this has also led to attempts by non-Western nations to develop
alternative arrangements to circumvent the impacts of such measures.
A commonly cited example is the SWIFT financial messaging system and
the setting up of Chinese? and Russian?* alternative systems.

As major powers in the international system increasingly compete
against one another by using antagonistic economic policies, the prospect
of outright decoupling - involving a substantial severance of relations
of dependence between them in key areas of economic exchange - is

=
©

Uniper 2018.

19 Reuters 2020.
20  Uniper 2021.

21 Vanttinen 2022.
22 Nephew 2017.

23 Cross-Border Interbank Payment System (c1ps). For more, see https://www.cips.com.cn/cipsen/7052/7057/
index.html.

24  Sistema Peredachi Finansovykh Soobscheniy (SPFs). For more, see https://www.cbr.ru/eng/Psystem/
fin_msg_transfer_system/.
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becoming more likely. In this regard, we identify three key drivers of
change that help to explain the emergence of geoeconomics as a funda-
mental force in international relations: the weaponization of economic
relations, the securitization of economic relations and, as an emerging
result, the balkanization of the global economy.??

The weaponization of economic relations refers to the increasing trend
of harnessing and disrupting economic relations to gain strategic and
national security advantages. This is now evident in the proliferation of
economic and financial sanctions and other forms of economic coercion.
The fact that certain states increasingly use economic means as tools of
power politics in turn incentivizes all states in the international system
to designate a wider range of industries and markets as relevant from
a national security perspective, which constitutes the securitization of
economic relations.

The growing propensity to see global interdependence through the
lens of geoeconomic dependence breeds antagonistic dynamics in global
economic relations, which can lead to a process of decoupling in bilateral
value and supply chains. As these processes proliferate, but with differ-
ent intensities between different sets of nations, the pattern that risks
emerging is a balkanization of the global economy - a world of competing
standards and regulations that bring about a fragmentation of interna-
tional value and supply chains.

While the main emerging decoupling dynamic, prior to the Russia-
Ukraine war of 2022, has occurred between China and the United States,
it has global implications and the potential to become globally pervasive as
global technology value and supply chains are not neatly organized around
the us and China. Two examples of this are the emerging competition for
the dominance of technical standards and the competition for access to
strategic resources and components such as semiconductors. The pursuit,
by states, of self-sufficiency and strategic autonomy are rational reactions
in such an environment, but it is also likely to have further negative im-
pacts on the norms and processes of global trade.

The shift to a new variety of capitalism - i.e., from market capitalism
to strategic capitalism - is a deep transformation with a complex set of
long-lasting effects. It entails a change of paradigm about how economic
activities are carried out and what framework conditions and goals states
should set for them. The change is hard to overstate: for decades, the
basic assumption - in economics, management classes and policy dis-
cussions throughout the Western world - was that the fundamental role
of government should be to get out of the way and let business seek out

25 Fjider, Helwig and Wigell 2021.
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opportunities everywhere they may be found. Exceptions to this general
rule were overwhelmingly geared towards domestic concerns such as
consumer protection, environmental issues or fundamental rights. The
notion that states should be interventionist in international business for
reasons of national security and national power had faded with the end
of the Cold War. The fact that some authoritarian states were evidently
not “getting out of the way” but were instead pursuing clear power ob-
jectives through antagonistic actions - ranging from aggressive forms of
espionage and intellectual property theft to trade coercion and energy
supply cut-offs - did not immediately lead to a response. There was a sense
among many Western governments that it would be in the own interest
of authoritarian states to realize that the market capitalist model is more
efficient and more conducive to shared prosperity, and that Western
nations’ unilateral adherence to the rules would be akin to leading by
example. However, authoritarian governments had other ideas in mind.
And while it takes “two to tango” to achieve a collaborative solution, it
only takes one to start a conflict or act in an exploitative or predatory
manner. Fast forward to 2022, and the realization that change is needed
is everywhere. Effectively, the entire connection between economics
and national security is being rethought. Short-term measures to coerce
and to withstand coercion, as well as long-term measures to seek to stay
ahead in crucial areas of technology, are common topics of discussion in
both the public and private sectors - while the policy responses to address
these challenges are multiplying. The emerging landscape is complex. The
hitherto narrow and specialist area of export controls is a growing field
that more and more companies need to be aware of as the lists of restrict-
ed dual-use products keep expanding. The screening of foreign direct
investment for national security purposes is an even clearer example. In
the European context, such screening barely existed a few years ago, and
to the extent that it did, governments were often tempted to overlook the
concerns expressed by the security professionals from their own ranks.
The brutal process of moving away from Russian energy supplies amid the
largest European war since 1945 is a painful reckoning of past practices
and assumptions.

For companies, the shift from market capitalism to strategic capitalism
is no less monumental. It implies the need to understand the myriad ways
in which actions by governments - their home governments as well as
foreign governments - may put their revenues, investments and value
chains at risk. Every channel of economic exchange may potentially be
affected: imports as well as exports, whether of goods or services; portfolio
investments; strategic investments; technology transfers and interactions
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with stakeholders of all types. Identifying and assessing these risks effi-
ciently can either make or break companies that rely on global markets.
To better prepare companies to withstand these disruptions, corporate
risk management needs to adapt to and integrate the new universe of
risks that pertains to geoeconomics. In the following sections, we take a
closer look at how corporations have traditionally considered the risks
they face, and how geoeconomic risks should now be added to existing
frameworks and practices.
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2 CORPORATE GEOECONOMIC RISK
MANAGEMENT

To a large degree, contemporary corporate risk management does not
systematically cover geoeconomic risks. Integrating geoeconomic risks
can and should build on existing enterprise risk management. This section
explores the core elements of enterprise risk management and suggests
potential avenues for their implementation in the context of geoeconomic
risks.

2.1 ENTERPRISE RISK MANAGEMENT

Traditionally, corporate risk management has focused on insurance and
financial risks, but over the past two decades, it has become broader
in focus and increasingly standardised as expectations from investors,
regulators, consumers, customers and other stakeholders have become
greater. This is in part a response to the increasing complexity and inter-
dependence of doing business internationally, coupled with increasing
systemic risks related to global trends such as climate change, biodiversity
loss, demographics and geopolitics. At the same time, these changes in
corporate risk management are also a response to the evolving standard
of responsible corporate citizenship. Spectacular corporate governance
failures, such as the Enron and Parmalat scandals, and environmental
catastrophes, such as the Deepwater Horizon, Bhopal and Fukushima
disasters, have also had significant impacts.2¢

The expansion of corporate responsibility to new areas has led to the
creation of standards under the broad umbrella of environmental, social
and governance (EsG) issues, which investors have utilised to screen
potential investments. In parallel, the scope of risk management has also
expanded correspondingly to cover these areas of corporate responsibility
and brand reputation, as well as more operational areas such as supply
chain security, business continuity, safety, security and cybersecurity.

The Covid-19 pandemic and global headlines about rising geopolitical
risks have also highlighted the growing need for companies to tighten
their management of both strategic and operational risks. The two in-
terrelated frameworks of corporate governance (the emergence of rules,

26 Monahan 2008.
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standards and practices that guide the ethical conduct of business) and
risk management (identifying and managing potential hazards to busi-
ness) have been increasingly bundled together under the common um-
brella of governance, risk and compliance (GRcC). 2

Within the concept of GRc, risk governance has also experienced a
significant evolution towards standardisation. The Committee of Spon-
soring Organizations of the Treadway Commission (Coso) published its
Enterprise Risk Management - Integrated Framework initially in 2004
(updated in 2017), which promoted a more holistic understanding of risk
in companies, arguing for linking risk with business strategy and perfor-
mance and working across internal silos (Figure 1). This approach came
to be known as Enterprise Risk Management (ERM).
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Figure 1: cOso enterprise risk management cube
Source: Williams 2019

Whereas risk management had traditionally been the remit of chief
financial officers (CFos), true to its original focus on financial risks, the
mainstreaming of ERM led to the creation of chief risk officers (CROs) in
an increasing number of companies to reflect risk management as an en-
terprise-wide capability. The ERM framework consequently addresses all
potential risks across the entire company and all its activities, including
processes, products and services, in an end-to-end manner, taking into
account factors both internal and external to the company. As a holistic

27  See, e.g., Racz et al. 2010.
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discipline, ERM considers an increasing number of risk categories, in-
cluding but not limited to hazard risk, financial risk, operational risk and
strategic risk. The successful implementation of ERM not only enables the
organisation to better control all relevant risks, but also to exploit upside
risks, i.e., opportunities.

The updated 2017 coso ERM framework further emphasises the im-
portance of integrating risks into the strategy-setting process and the
processes that drive performance to meet the increasing demands of an
evolving business environment (Figure 2).28

Enterprise risk management

Business
objective
formulation

Strategy
development

Governance Informati_on ‘ Strategy & Review &
& culture communication & .

reporting

Figure 2: coso enterprise risk management framework 2017
Source: Williams 2019

In addition to coso, international standards, principally the 1so
31000:2018 Risk management standard, provide guidance for companies
to implementing risk management. The aim of the 150 31000 standard is
to provide comprehensive guidance for organisations to “create and pro-
tect value in organizations by managing risks, making decisions, setting
and achieving objectives and improving performance”.?® To this effect,
the standard outlines the guiding principles for the design, implemen-
tation, evaluation, improvement and integration of a risk management
framework (Figure 3) in organisations, as well as recommendations for
its application.

28 Committee of Sponsoring Organizations of the Treadway Commission (COS0) 2022.

29 International Organization for Standardization (1s0) 2018.
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The guiding principles of 1SO 31000 are as follows:

- Managing risk is iterative and assists organizations in setting strat-

egy, achieving objectives and making informed decisions.

- Managing risk is part of governance and leadership and is funda-

mental to how the organization is managed at all levels. It contrib-

utes to the improvement of management systems.

- Managing risk is part of all activities associated with the organiza-
tion and includes interaction with stakeholders.
- Managing risk considers the external and internal context of the

organization, including human behaviour and cultural factors.

Framework
Integration
Improvement Leadership &
commitment
Evaluation

Process

Scope, context,
criteria

Design

|

consultation

Communication &
f
Monitoring & review

Implementation

Figure 3: IS0 31000 risk management
Source: International Organization for Standardization (1s0) 2018

|

’ Risk treatment ‘

’ Recording & reporting ‘

The recommendations for risk assessments cover the processes of risk

identification, risk analysis, risk evaluation and risk treatment:

Risk identification

- Risk identification aims to find, recognise and describe all risks that
may have an impact on the organisation’s capabilities to achieve
its objectives. This requires gathering all the relevant information

regarding the potential hazards, their origins and root causes, and

the organisation’s vulnerability to them.
Risk analysis
- The purpose of risk analysis is to establish a sufficient level of

understanding of the nature of risk, its characteristics and, when
possible, the level (magnitude) of risk for the organisation. A good
risk analysis involves an educated consideration of all the relevant

uncertainties and root causes of a potential risk event, as well as
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its consequences (impact), likelihood and possible variations. To
establish an understanding of the implications of risk for the organ-
isation, existing controls and their effectiveness against it should

be evaluated. Risk analyses can be conducted in varying degrees of
detail, depending on the intended purpose of the analysis, as well
as the availability and reliability of related information. Risk anal-
yses may be qualitative, quantitative or a combination of both. It is
important to also consider the potential evolution of risk over time.

Risk evaluation

Risk evaluation is an activity intended to enable decision making
regarding risk. As such, it involves determining the relevance of
the risk in the context of the organisation’s objectives and deciding
the course of action with respect to the organisation’s established
risk tolerance and existing controls. The organisation may decide to
accept the risk, rely on existing controls, withdraw from the activ-
ity or determine its risk treatment options.

Risk treatment

Should the organisation decide to continue the activity but deter-
mine that it wants to control the probability or consequences
(impact) of the risk, it needs to establish and select the appropriate
risk treatment options. These should always balance the conse-
quences of the risk with the costs, efforts and disadvantages of the
risk treatment. The generic risk treatment options are:

- Avoid. The organisation may choose not to start or to discon-
tinue the activity to avoid the risk.

- Accept. The organisation may decide to accept the risk if
it considers the benefits of engaging in the activity higher
than the value or consequences of the risk. This must be an
informed decision.

- Mitigate. The organisation may choose to apply controls to
lower the possibility of occurrence of the risk or its conse-
quences to reduce the level of residual risk.

- Transfer. The organisation may attempt to transfer or share
the risk or part of it with a customer or partner, or by pur-
chasing an insurance against it. This is another viable option
for reducing the residual risk to an acceptable level.

The analytical framework presented above has underpinned our approach
to the IBRRM project, the structure of this report and the project de-
liverable reports that were submitted to the European Commission, as

illustrated in Figure 4. The following sections will explore these steps in

the context of corporate geoeconomic risk management.
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Figure 4: IBRRM and the risk management process according to 1S0O 31000:2018
Source: authors

2.2 GEOECONOMIC RISK IDENTIFICATION

As argued above, risk identification sets the stage for understanding risk
landscapes. However, before illustrating risk identification from the cor-
porate perspective, we also wish to highlight the position of geoeconomic
risks from a state perspective. We propose one possible approach in Table
2. In it, we distinguish between threats which result from hostile intent
and risks which do not. As is common in security policy analyses carried
out by states, we also differentiate between state and non-state actors
as sources of risks or threats. We then consider three key areas of harm,
namely population and society, environment, and economy and technol-
ogy, while noting that different breakdowns can also be used.3°

30 National risk assessments use a variety of breakdowns regarding areas of harm. For example, the Swiss
government’s national risk assessment focuses on four areas of harm, which are people, environment,
economy and society. See Federal Office for Civil Protection FOCP (2020).
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In the approach presented in Table 2, geoeconomic measures occupy a
clearly delineated place: they constitute threats, not risks; they emanate
from state actors, not non-state actors; and the area of harm they affect
is the economy of a rival state, including its technological capabilities.

Risks Threats
State actors Non-state actors State actors Non-state actors
Population Foreign state failure Natural disasters; Armed attacks; Domestic and
and society  leading to uncont- major accidents hybrid threats, transnational crime
rolled population e.g. disinforma- and terrorism
movements tion, sabotage
Environment = Lax environmental Domestic and Intentional attacks Cross-border dum-
regulations on the transnational to damage the ping of hazardous
part of another state  environmental natural environment  industrial waste
§ degradation, e.g., due
_-C': to natural disasters,
§ industrial accidents
<
Economy Foreign state failure Market-driven Geoeconomic Corporate-sponsored
and leading to eco- international measures industrial espiona-
technology | nomic shocks supply or demand Financial sanctions; ge; market-driven
shocks, e.g. supply import bans; export reputational attacks,
shortages in energy bans; state-driven speculative attacks
or raw materials currency manipulati-
on; state-sponsored
industrial espionage

Table 2: Risk typology - state perspective

Source: authors

It is necessary to understand the motives for deploying policy meas-

ures. For example, a state aid measure may be driven by domestic political
factors, ranging from social or regional policy considerations to outright
clientelism. Alternatively, such a measure may be part of a deliberate
industrial strategy that embeds antagonistic or even hostile foreign pol-
icy objectives. The state aid measure should be deemed geoeconomic in
the latter case, but not in the former. The identity of the ultimate ac-
tor or sponsor of the measure is also relevant. As illustrated in Table 2,
state-sponsored industrial espionage?®! should be viewed as geoeconomic,
whereas purely corporate-sponsored industrial espionage should not.

31 Weuse the term “industrial espionage” to refer to all espionage against corporate targets and the terms
“state-sponsored” versus “corporate-sponsored” to specify which type of actor sponsors it. We choose to
refrain from using the term “economic espionage”.
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An example of state-sponsored industrial espionage is the case of Mr
Hao Zhang, a Chinese national who was found guilty of industrial espio-
nage in the United States in 2020.32 The court established that Mr Zhang
had “plotted with Tianjin University to take trade secrets from two U.S.
companies, including his own employer, to China for the benefit of the
Chinese Government”. The trade secrets stolen by Mr Zhang were related
to advanced filter technologies designed to enhance the performance of
wireless devices. Zhang and a co-conspirator worked for two US compa-
nies and conspired with Tianjin University, which acted as an instrument
of Chinese state interests. Following a plan developed with the university,
Zhang stole the trade secrets, left the Us, set up a rival company registered
in the Cayman Islands and filed for and obtained patents in his own name
using the stolen trade secret information.

Moving on to the position of geoeconomic risks from a corporate per-
spective, one common practice is to break down risks emanating from
a company’s external environment by main categories. One of the most
established approaches is the PEST analysis, in which PEST stands for
political, economic, social and technological factors.*? PEST analyses have
been extended in recent years, leading notably to the PESTEL framework
(adds environmental and legal factors) and STEEPLE framework (adds
ethical factors). We will focus on the PESTEL (also known as PESTLE)
framework, which is the most commonly used.

Looking at the PESTEL analysis, it is not entirely clear where geoeco-
nomic measures should be placed in the framework. They derive from
government decisions and are usually industry-specific and in some cases
firm-specific. Some of these measures may have the same legal bases that
are used for ordinary product or market regulation measures, while others
may rely on legal instruments related to external trade or investment.
On the other hand, what is viewed as “economic” in a PESTEL analysis
largely refers to market forces, or to market forces that come under the
influence of states’ macroeconomic policies (e.g., monetary and fiscal
policies), which are usually too broad-based to be geoeconomic in na-
ture. In sum, there is a case for viewing geoeconomic measures as a new
category between the political and legal categories included in PESTEL
analyses. Rearranging these categories, we propose an extension of the
PESTEL framework which we refer to as PG-LESTE, as shown in Table 3.34

32 U.S. Department of Justice 2020.
33 Sammut-Bonnici and Galea 2014.

34 The original PESTEL category descriptions in Table 3 are based on Washington State University management
course guide material, available at https://libguides.libraries.wsu.edu/c.php?g=-996573&p=7214435.
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PG-LESTE Type of risk

Political Government policies, leadership and change; foreign trade policies; internal
political issues and trends; tax policy; regulation and deregulation trends

Geoeconomic Government measures aimed at specific industries for strategic or national
security reasons with the goal of protecting them at national level and/
or harming those industries in a rival nation. Typical measures include
financial sanctions; import bans; export bans; outward investment
bans; inward investment screening; anti-competitive uses of product
or market regulations, standards or administrative requirements; and
state-sponsored industrial espionage and intellectual property theft.

Legal Health and safety; equal opportunities; advertising standards;
consumer rights and laws; product labelling and product safety

Economic Economic growth; inflation and interest rates; job growth and unemployment;
labour costs; impact of globalisation; disposable income of consumers
and businesses; likely changes in the economic environment

Social Demographics (age, gender, race, family size); consumer attitudes, opinions
and buying patterns; population growth rate and employment patterns;
sociocultural changes; ethnic and religious trends; living standards

Technological New ways of producing goods and services; new ways of distributing
goods and services; new ways of communicating with target markets

Environmental Scarcity of raw materials; pollution targets; doing business as an
ethical and sustainable company; carbon footprint targets

Table 3: Risk typology - corporate perspective
Source: authors

European sanctions against Russia:

Luxury goods exports versus diamond imports

What could European businesses reasonably expect with respect
to the Russian market in January 2022¢? At a consultation event
attended by a member of the research team in early 2022, well-in-
formed former government officials from both sides of the At-
lantic focused their presentations on the sanctions that had been
pre-announced, such as new export controls on dual-use products,
sanctions against Russian banks, the possibility of disconnecting
Russia from the SWIFT financial messaging system and individual
sanctions involving asset freezes and travel bans.

These were expected to be applied to senior Russian decision
makers, including President Vladimir Putin. It was anticipated
that energy supplies would enter into the picture, including the
risk of a full Russian supply cut. What the experts on this particular
occasion did not anticipate were the impacts on non-strategic,
consumer-oriented sectors - except for indirect effects that would
arise from depressed demand as a result of the macroeconomic
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effects of the financial sanctions. On 15 March 2022, the European
Union decided to prohibit the export of luxury goods to Russia. The
prohibition covers, inter alia, wines, cigars, clothing, footwear,
jewellery, tableware and watches of a value exceeding EUR 300
per item, as well as electronic items for domestic use of a value
exceeding EUR 750 and vehicles of a value exceeding EUR 50,000.%°
However, at the end of September 2022, the discussions on the
EU’s eighth sanctions package revealed that there was still a lack of
consensus among member states on prohibiting imports of Russian
diamonds into the European Union.?¢ As these examples illustrate,
geoeconomic measures can affect a very broad range of sectors,
including consumer-oriented sectors. While certain sectors may
succeed in obtaining carve-outs, evidently there is a strong case
for businesses from all sectors to consider a wide range of possible
futures and to prepare accordingly.

Risk management is not free. Companies rank risks, whether implicitly
or explicitly, and are better prepared to handle some rather than others.
The types of risks companies are most aware of depend on a combina-
tion of their own experience and external sources of information, from
both industry and government, nationally and internationally. Given the
limited resources and the need to prioritize, companies may not always
be willing and able to plan for risks that seem fuzzy or remote. Public
authorities can raise awareness of certain types of risks, or even mandate
risk mitigation measures (as with cybersecurity, for example). However,
from a corporate perspective, governments are also sources of revenue
risks, at home and abroad. In the international picture, further complexity
arises if one considers the interactions between states, including conflicts
between them. In addition to the direct risks of property damage and
loss of life resulting from use of force, states also compete in the realm of
geoeconomics. In any case, the range of risks to revenues that European
companies are beginning to face from 2022 onwards is broader, more
complex and more fluid than at any time in recent decades. This is par-
ticularly true for geoeconomic risks.

35 Council Regulation (EU) 2022/428.

36  Brussels Times 2022.
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Chinese trade sanctions against Lithuania:
A failed attempt at dividing Europe
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Figure 5: Lithuanian goods exports to China, EUR millions
Source: Eurostat database - international trade in goods

Starting from December 2021, China introduced unannounced on
imports of goods. China’s actions were motivated by diplomatic
symbolism as Beijing objected to the Taiwanese Representative
Office in Lithuania using the word “Taiwanese” instead of “Tai-
pei”, which Beijing usually tolerates for similar offices in other EU
member states. 37 As a result of the embargo, Lithuania’s monthly
exports to China fell from around EUR 20 million to less than EUR
5 million (see Figure 5). The European Commission established that
China’s measures included “a refusal to clear Lithuanian goods
through customs, rejection of import applications from Lithuania,
and pressuring EU companies operating out of other EU member
states to remove Lithuanian inputs from their supply chains when
exporting to China”.?? Following these findings, the European Un-
ion referred the case to the World Trade Organization (wto). Chi-
na’s actions against Lithuania were particularly troubling in that
Beijing not only embargoed imports from Lithuania, but also sought
to impose secondary restrictions by pressuring non-Lithuanian
EU companies to remove Lithuanian inputs from their exports
to China. While many companies feared being “shut out of China

37

38

Pitchers 2022.

European Commission 2022b.
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completely” if they complained,?® the European Commission’s
principled approach appears to have been successful in containing
the dispute and defeating China’s attempted “secondary sanctions”
as broader EU exports to China remained largely unaffected.

- Armed conflicts

- Regional instability

- Cyberattacks against companies
- Physical attacks

against companies

- Critical national

infrastructure failure

- Extreme weather events

and natural disasters

- Public health risks

- Intellectual property

rights violations

- Industrial espionage

- Reputational attacks and
negative information campaigns
- Macroeconomic risks

- Market risks

- Regulatory risks

- Carbon border adjustment
mechanism risks

- National security risks from

foreign direct investment
in the home country

- Risks due to restrictions on

foreign direct investment
in the home country

- Rising or new export

risk insurance costs

- Export subsidies in

foreign countries

- Government audits and

safety/security reviews
in foreign countries

- Local content requirements

in foreign countries

- Arbitrary withdrawals of

licences or authorisations
in foreign countries

- Unfair competition in foreign

countries due to foreign state aid

- Unfair competition in foreign

countries due to hidden foreign
government assistance

- Capital market restrictions
- Import bans, embargoes and

other import restrictions

- Export bans or new

export controls

- Sanctions introduced by

governments for political
or geopolitical reasons
against foreign persons,
companies or industries

- Techno-nationalism through

anti-competitive use of
technical standards

- Techno-nationalism through

boycotts of foreign technology

- State-owned companies

as competitors

Table 4: IBRRM geoeconomic risk catalogue

Source: authors

What are the risks - geoeconomic and otherwise - that companies
are most aware of, and what risks are they best prepared for? How do
companies evaluate and assess different kinds of risks at this time? And
how do companies take steps to raise resilience and acquire the ability to
handle crises and shocks?

It is with these questions in mind that we developed this project’s
geoeconomic risk catalogue. The catalogue draws on relevant interdis-
ciplinary literature and policy commentary. We also screened 45 annual
reports from Finnish and Austrian listed companies for references to
geoeconomic and other types of risks. In addition, we analyzed several
national documents such as national security strategy documents and
economic policy documents. This analysis resulted in our geoeconomic
risk catalogue, which consists of a total of 30 risk categories, which de-
liberately encompass both geoeconomic and non-geoeconomic risks, as
summarized in Table 4.

39 Miller et al. 2021.
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Survey of corporate respondents

The risk catalogue served as the basis for the project’s survey of corporate

respondents. In the survey, respondents were presented with the risk

catalogue and asked to rate each of the 30 risk categories according to

three perspectives:

- Relevance, namely the significance of the risk category in relation to
business objectives and business organization in general.

- Impact, namely the negative consequences to business objectives
and operations, should the risk category materialize.

- Preparedness, namely how ready the respondent’s company was to
tackle the impacts that could be expected to occur, should the risk
category materialize.

Respondents were asked to rate each risk category according to each of
these three perspectives on a scale from 1 (lowest) to 4 (highest). Impor-
tantly, by multiplying the ratings for relevance with those for impact, a
quantitative measure of risk could be estimated for each of the 30 risk
categories.

2.3 GEOECONOMIC RISK MAP

These results were then processed to generate a geoeconomic risk map,

which is a two-dimensional map of the average degree of preparedness

and the average measure of risk for each risk category (see Figure 6).4°

The key findings can be summarized as follows:

- First, we highlight the top three risk categories in terms of risk
level. These were cyberattacks, failure of national critical infrastruc-
ture and macroeconomic risks. These risks were important in terms
of both relevance and impact. We also found that companies rated
themselves as well prepared for these three risk categories. The
first two categories have also been at the core of national security
debates since the September 2001 terrorist attacks on the United
States. These findings are thus in line with national security discus-
sions and preparedness activities.

- Second, the top left quadrant of the risk map comprises a hybrid
set of risk categories for which the estimated risk level was lower
but for which self-assessed preparedness was relatively high. This
diverse set of risk categories includes traditional macro-level risk
categories such as public health risks and the risk of industrial espi-
onage. This group also includes regulatory and market risks, as well

40 The risk map and its description constitute the “risk analysis” and “risk evaluation” stages according to 1s0
31000:2008 (Figure 3).

FIAREPORT NOVEMBER 2022 / 39



Prepardness

80

70

60

50

40

30

20

as violations of corporate intellectual property rights (which may or
may not be a geoeconomic risk, depending on the actors involved).

Sanctions, local content requirements and export risk insurance
costs can be regarded as geoeconomic risk categories. The same

holds true for disagreements between countries on carbon border

adjustment regimes, although we express a note of caution over

how well corporate respondents could assess this last category of

risk, given the ongoing evolution of policies on this topic.

Public health risk

Risk relevance and impact

Figure 6: IBRRM geoeconomic risk map
Bottom left quadrant depicts risk categories with low risk value and low preparedness. Upper

left quadrant depicts risk categories with low risk value but high preparedness. Quadrants on the

right refer to risk categories with high risk values.
Source: authors
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Finally, the third group in the bottom left quadrant of the map is
made up of risk categories that companies considered less rele-
vant and for which they were also less well prepared. This is the
most striking finding of the survey because this group includes
geoeconomic risk categories that have dominated economic news
headlines over the past three to five years, such as import and
export bans, the rise of state-owned enterprises as competitors
and national security concerns related to foreign direct investment
(FDI). This suggests that companies may lack awareness of and
preparedness for risk categories that have become - and will likely
continue to become - more salient given the evolution of relations
between states and the concomitant rise of geoeconomics.
The seven risk categories for which preparedness was found to be
the lowest were:
- Unfair competition in foreign countries due to hidden foreign
government assistance
- Unfair competition in foreign countries due to foreign state
aid
- National security risks from FDI in the respondent’s home
country
- Techno-nationalism through boycotts of foreign technology
- Risks due to FDI restrictions in the respondent’s home
country
- Capital market restrictions
- Import bans, embargoes and other import restrictions.

Sector-specific findings

The survey results were also broken down by sector of activity, allowing
for sector-specific insights regarding the highest- and lowest-ranked
risk categories according to the three perspectives (relevance, impact,

preparedness). These insights are summarized below.

Construction

Cyberattacks and macroeconomic risks were the top two risk cate-
gories in terms of both relevance and impact, followed by sanctions
(in terms of relevance) and critical national infrastructure failure
(in terms of impact). In terms of preparedness, unfair competition
in foreign countries due to hidden foreign government assistance
and due to foreign state aid were the two risk categories for which
companies reported being the least prepared. These results are

FIAREPORT ~ NOVEMBER 2022 / 41



consistent with the cyclical nature of the construction sector, as
well as with its inherent exposure to public sector decisions in rele-
vant markets of operation.

- Transportation
Cyberattacks and armed conflict were the top two risk categories in
terms of both relevance and impact. This result is consistent with
the fact that transportation depends on digital services and access to
countries of origin, transit and destination. The risk categories with
the lowest levels of preparedness were capital market restrictions,
national security risks from FpI in the home country and local con-
tent requirements in foreign countries. This may be seen as partly
surprising: the highly internationalized nature of the transportation
equipment sector could have driven this sector to develop higher
preparedness for the geoeconomic risks in question.

- Basic materials
Critical national infrastructure failure and macroeconomic risks
were the top two risk categories in terms of both relevance and
impact. Seeing as the sector is materials- and energy-intensive,
critical infrastructure, notably energy supply, is inherently cru-
cial. The sector also has long investment cycles and a sensitivity to
economic cycles. As with construction, the top two risk categories
in terms of low preparedness were unfair competition on foreign
markets due to hidden foreign government assistance and due to
state aid.

. Commerce
Commerce followed most other sectors in terms of the key geoeco-
nomic risks by relevance and impact, but in addition to transpor-
tation, it was the only sector for which local content requirements
in foreign countries was a low-preparedness category. National
security risks from FpI in the home country came second in terms
of low preparedness. This may be due to the fact that so far, this sec-
tor has not been a major focus of discussions on security risks from
FDI, such that there may be lack of experience in the sector on this
particular topic.
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Financial services

Market risks were the top category in both relevance and impact.

It was the only sector for which this was the case, but the result is
consistent with the sector’s business model. Cyberattacks ranked
second by relevance and third by impact: the sector has been a
major target of malign cyber activities since the 1990s. Regula-

tory risks were ranked third in terms of relevance, which may be
explained by the link between changes in regulations and revenue
risks. Categories with low preparedness included regional instabil-
ity and techno-nationalism through boycotts of foreign technology.

Information and communication technology (1cT)

Cyberattacks and critical national infrastructure failure were the
top two risk categories in terms of both relevance and impact. Intel-
lectual property rights violations were a highly ranked category

in terms of relevance, and industrial espionage was ranked highly
in terms of impact. This very well reflects the technology-inten-
sive nature of the sector. As risk categories with low preparedness,
respondents identified national security risks from Fp1 in their
home country, unfair competition due to hidden foreign govern-
ment assistance and techno-nationalism through boycotts of for-
eign technology. The identification of the last as a category with low
preparedness may seem somewhat surprising as it has been a salient
issue for many years.

Screening of foreign direct investment in the EU

While some individual EU member states have had security screen-
ing procedures in place for foreign direct investment (FDI) for many
years, it was not until 2019 that the first EU-wide framework was
adopted through Regulation (EU) 2019/452. In September 2022, the
European Commission published its second annual report on the
implementation of the regulation.*! While the regulation does not
require member states to establish a national screening mechanism,
the European Commission encourages all member states to do so,
and there is an element of peer pressure on national governments
to move forward. In June 2022, only Bulgaria and Cyprus had “no
publicly reported initiative underway” to set up a screening mech-
anism.

41

European Commission (2022a).
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The regulation offers a significant degree of flexibility to mem-
ber states, but it explicitly authorizes (and, in practice, encour-
ages) national governments to consider screening and potential-
ly restricting investments that pertain to critical infrastructure
(whether physical or virtual), critical technologies and dual-use
items (including artificial intelligence, robotics, semiconductors,
cybersecurity, aerospace, defence, energy storage, nanotechnol-
ogies and biotechnologies), the supply of critical inputs (including
energy, raw materials, food), access to sensitive information, or
the freedom and pluralism of the media. Member states are also
encouraged to consider whether the foreign investor is controlled
by the government, including state bodies or armed forces, of the
country of origin of the investment.*?

In the case of Italy, for example, screening legislation has been
in place since 2012. However, by March 2022, only six investment
deals had ever been blocked. While five of the six cases involved
Chinese investors, there is evidence that investment screening has
been insufficient. In March 2022, Italy had to annul the sale of Alpi
Aviation, 43 a military drone technology company, which had been
acquired by Chinese investors in 2018 without the knowledge of
the Italian Defence Ministry.**

2.4 HOW CORPORATIONS DEAL WITH GEOECONOMIC RISKS

In addition to the geoeconomic risk map (Figure 6) and the sector-specific
findings based on the survey, the IBRRM project also sought to generate
more detailed insights*® based on case studies of selected companies.*®
Table 5 summarizes the main findings of the semi-structured interviews
that were conducted with the representatives of seven companies. We
summarize the key findings as follows:

- Evolution of the risk picture
Our respondents believed that the corporate risk landscape had
become more challenging. Companies feel that certain foreign mar-
kets have become no-go areas due to sanctions, which increase the

42 Regulation (EU) 2019/452 of the European Parliament and of the Council, Article 4.

43 Fonte et al. 2022.

44 Waldron 2021.

45 Atotal of seven personal interviews were conducted, with each interview taking 90 to 120 minutes.

46  This section combines elements of “risk evaluation” with “risk treatment” as envisaged in 150 31000:2018
(Figure 3).
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risk of losing assets and investments and create reputational risks.
There is a growing interest in better understanding the effects of
sanctions regimes and the conditions that might prompt govern-
ments to adjust them. In addition, climate policies are seen as a new
source of geoeconomic risks, because these policies could be instru-
mentalized by foreign governments and competitors.

Geoeconomic risk appetite

We define risk appetite as the “explicit, updated, widely known”
and strategy-related level of risk a company is willing to take.*” Our
estimation of the companies’ geoeconomic risk appetite is mixed.
Although businesses readily acknowledged the existence of general
risk awareness, the true level of their geoeconomic risk appetite
remained fuzzy. This could result from methodological challenges
as geoeconomic measures can affect business models directly (e.g.,
export bans) or indirectly (e.g., reorganization of supply chains due
to foreign dependence risks). Without a proper understanding of
these consequences, it is difficult to generate a holistic risk picture
and determine which risks are deemed by businesses to be accept-
able or unacceptable.

Risk management systems

Establishing risk management systems has become standard corpo-
rate practice, and in most cases, these risk management systems are
driven by the reporting requirements of the chief financial officer.
However, there are two challenges. First, it is hard to properly
gauge the role of geoeconomic risks in relation to other corporate
risks and how businesses deal with potential trade-offs. Second,
the financial perspective on risk management is essential, but it
might no longer be sufficient as companies might be willing to
accept financial losses in return for other advantages such as polit-
ical support. Existing ERM frameworks might therefore need to be
critically reviewed because companies need more than financial
benchmarks to distinguish between acceptable and unacceptable
geoeconomic risks.

Rice and Zegart 2018, 129.
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- Risk mitigation
Geographic diversification of suppliers, markets, components and
technology providers was considered the state of the art to aim for
across the seven case studies. However, in the current international
context, certain key considerations apply:

- The desirable degree of diversification has yet to be reached,
it will take time to achieve it, and the current war in Europe
and global security of supply issues both drive the need for it
while also making its short-term attainment more difficult.

- The options to diversify are more limited in certain industries
(e.g., oil and gas) than in others.

- Governments need to be careful not to overstimulate compa-
nies with incentives to diversify because this could prove to
be economically inefficient in a broader or longer-term per-
spective. In addition, it is not entirely clear what state sup-
port measures to promote economic security may be deemed
legitimate in the context of World Trade Organization (WTO)
commitments.

- Investor relations
Although not all our case study respondents touched upon this
issue, those who did affirmed that investors and supervisory board
members want companies to outline how they deal with geoeco-
nomic issues. To complement the seven case studies, we also
analyzed the annual reports of 45 listed companies from Finland
and Austria to gain a better understanding of the existing level of
geoeconomic risk reporting to financial stakeholders. Our general
finding was that many risk reports are so generic that it is hard
to understand how individual geoeconomic risks affect corporate
activities. Consequently, companies should develop a more granular
and dedicated vocabulary for external stakeholders to better under-
stand how geoeconomic risks might affect business prospects. In
so doing, C-level decision makers might want to consider spending
more time explaining their company’s specific position in earnings
calls with financial analysts, general corporate statements about
geoeconomic topics and communication with the broader public.

- Public-private and private-private partnerships
Stepping up public-private interaction in response to political deci-
sions that affect business prospects seems logical, but our findings
are mixed. While some companies consult with public authorities
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at home and abroad, others do not. One case study respondent
considered engagement with public authorities to be a potential
reputational risk. This finding is a reminder that public and private
sector actors can - for various reasons - be reluctant to engage with
each other. To overcome such reluctance, the characteristics of each
industry will need to be considered when designing a framework
that enables public-private interaction on geoeconomics.

New forms of private-private interaction on geoeconomic risks
are also clearly relevant to deal with supply chain risks, for example.
On this issue, our findings are mixed, with some companies reporting
dialogue with other corporations (e.g., to enhance their understand-
ing of specific risks), while others categorically ruled out cooperation
with others for reasons of competition. These results suggest that
trust will be a key issue to create an environment in which C-level
decision makers from different corporations could feel (relatively) at
ease to exchange views and engage in mutual identification of lessons
for the future.
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Company 1 Company 2 Company 3
(Electronics) (Mobility] (Telecommunications)
Most important - China - War - Sanctions against countries
(geoeconomic) risks - Sanctions - Inflation that are critical as markets
- War against Taiwan - Security of supply (and to be served and providers
- Cybercrime shortage of critical of technology and products
- Foreign exchange rate risk components) - Sanctions against
- Inflation - Covid-19 technology suppliers

Risk evolution - Ups and downs
- Risk landscape has

become tougher

Specific regional risks - Not discussed

Corporate activities - Production
most affected - Supply chain
management (scM)
- Procurement

- Geoeconomic risks
constitute a strategic risk;
focus is on operational risk

- Company 1 tries to
balance strategic and
operational risk

Geoeconomic risks
vs. other risks

Risk appetite - Company has a dedicated
process to define
its risk appetite, but
geoeconomic risk appetite
has not been defined

- Process details

not provided

- Different risks materialise
at the same time

- Lower inflation in China
makes it increasingly
difficult to pass on
price hikes in Europe

- More aggressive
competitors, also
from China

- €O, transparency
requirements are an
increasing concern

- Significant and unresolved

issue: post-Ukraine war
sanctions - how long will
these sanctions last?

- Not discussed

- All-encompassing

- Not addressed

- Company develops
investment goods. Given
the long product life
cycles, the company
needs to master risks

- Supply chain interruptions
and sourcing

- Risk landscape has become
much more challenging

- Regional diversification to
avoid critical dependencies

- Supply chain interruptions
affect sourcing

- Not addressed

« Four-part score to assess
risks: averse, cautious,
open and hungry

- Company has defined “zero
tolerance” risks such as
information security

- Currently, company 3
takes a more systematic
approach to assess and
handle geopolitical risks;
in the past, these risks
have been addressed on
an “as needed” basis

Table 5: Main case study findings
Source: authors
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Company 4 Company 5 Company 6 Company 7
(Energy) (Digital industry) (Telecommunications) (Energy)
- Sanctions - Local content requirements - Geopolitics - Geopolitics
- Supply chain and inventory and partner selection - Regulatory risks - Sanctions

management risks
- Seasonal risks

- Sanctions: stable
evolvement

- Supply chain risks have
become more challenging

- Transparency requirements
have drastically increased,
pushed by legislators
as well as investors

- Some countries have
become no-go areas

- SCM

- Sales

- Operational compliance,
bookkeeping and Pr

- Geopolitical risks
are paramount

- No formal definition

- Compliance policy used to
shape corporate risk policy

- There is a written set of
rules, but no general policy.
Ambition to introduce the
respective policy within
the next two years

- Code of conduct is public

- Increasingly tough
competitors

- Local sovereignty
requirements

- Supply chain risks
and stability/integrity
of supply chains

- Natural hazards

- Shortage of IT experts

- Price risks

- Situation is much worse
than in the past

- Suppliers of critical
components went out
of business due to
price fluctuation (e.g.,
energy, components)

- China is of limited
relevance

- Local availability of
infrastructure shapes
strategy in different regions

- Local content demands
vary, but the company
has trusted partners in
one production country to
mitigate the respective risk

- Not addressed

- Not addressed

- Co-cEeo and head of
international business
decide on market entries
abroad and thus shape the
risk appetite of company 5

+ Anti-corruption
- Sanctions

- Trade regulation
- Taxes

- National security
- Competition law
- Export controls
- Cybersecurity

- Geopolitical risks and
protectionism on the rise

- Geopolitics is becoming
a criterion for customers
choosing vendors

+ Russo-Ukrainian war
forced an exit

- China

+ Production

- Research and development

- SCM

- Enterprise risk
management includes
geopolitical risks

- Not formally defined

- Supply chain risks

- Macroeconomics

- Global economic slowdown
- Human rights

- Sustainability

- Ongoing sanctions
risk concerning Iran
and Venezuela

- China-related risk is
changing from human
rights and sustainability
to geoeconomics

- Not addressed

- SCM

- Not addressed

- Not formally defined
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Company 1
(Electronics)

Company 2
(Mobility)

Company 3
(Telecommunications)

Risk assess-
ment process

Processes, methods
and instruments

to assess geoeco-
nomic risks

Risk manage-
ment tools

Use of exter-
nal sources

Board responsibility

Specific budget
for geoeconomic
risk assessment

- Half-year assessments
of medium and
long-term risks

- Quarterly assessments
of short-term risks (one
synchronised with the
budget planning process,
three synchronised
with forecasts)

- Key account managers

and sales directors on the

spot are responsible for
assessing market risks
- Enterprise risk
management adopts a
broader (more holistic)
view and oversees
the production of a
common risk map

+ Not addressed

- Not addressed

- Yes, but not specified

- CFO

- No

- Synchronised with financial
mid-term planning

- Headquarters has not
set specific reporting
requirements

- Each commodity group
gets an overall risk score
based on criteria such as
(1) risk of depending on a
monopolist, (2) quality risk,
(3) planning risk, (4) price
behaviour, (5) market risk
and (6) financial situation
of a supplier/partner

- Corporate supervisor looks
at critical monopolists
and critical risk factors
that could be detrimental
for the company

- Developed real-time
dashboard to illustrate daily
operations with a focus
on single suppliers and
single commodity groups

- Partly yes, as consultants
are being contracted

- Overall risk scores
and financial risks
reported to the cFo

- All other risk scores
reported to the heads
of business units

+ Not addressed

- Risk assessment is
synchronised with the
overall budgeting and
planning processes

- Quarterly reports to
the board of directors
and supervisory board;
right now, the schedule
is bi-monthly

- More detailed discussions
with the supervisory board
to explain what is going
on and how company
3 might be affected;
discussions also offer an
opportunity to elaborate on
hypotheses and scenarios

- Cyber risks are also
discussed with the
supervisory board

- Company uses expert
groups to assess certain
risks such as cyber
risks and macro risks

- Central assessment of
macro risks and supplier
risks provides guidance for
other corporate functions

- Not addressed

- Case by case, for example,
credit ratings, compliance
databases or ESG

- CFo as the focal point

- Board of directors gets
regular briefings as each
member has a different
perspective on the risks
affecting the company

- No

Table 5: Main case study findings
Source: authors

50 / NOVEMBER 2022  FIIA REPORT



Company 4
(Energy)

Company 5
(Digital industry)

Company 6
(Telecommunications)

Company 7
(Energy)

- Compliance is in charge
- Company has adopted
a reactive risk
management approach
- Semi-weekly and
weekly reporting cycle
+ Annual risk reporting

- Company 4 uses an
internal rating score card
- Experience of the
company'’s experts is

key in assessing risks

« Overall, the risk
management unit

has been significantly
professionalised,

internal resources have
been beefed up, and
company 4 also contracts
external services

+ Would be useful in relation
to qualitative assessments,
classification of risks and
foresight, in particular

- However, will be
extremely difficult to

set up. Major hurdle:
reluctance of companies
to share information

- Not discussed, but see
above (contracting
services)

- CFO

- No

- Market entry decisions - as
well as the respective risk
analyses - are based on
personal experience

- High cultural affinity with
target countries and
long-time experience
in doing business in
the target regions

- See above

- Not addressed

- No, no need for
further information
sources right now

- Co-cEo (with regard to
market entry decisions)

- Not addressed

- Enterprise risk
management framework
covers the overall
governance of risks
in the company

- Risk council reviews
of both strategic and
operational risks

- Global leadership
team reviews

- Board reviews

- Sarbanes-Oxley
reporting (compliance)

- Risk management covered
in the annual report

- Within the ERM framework
- No specific category for
geoeconomic risks

- Multiple, but not specified

- Geopolitical risk reporting
- Bespoke reports

- CFo (technically the ceo
is ultimately responsible)

- No

- Enterprise risk
management framework
with a formal cycle of
review and reporting

+ Within the ErRM framework

- Not addressed

- Yes (risk information)

- CFO

- Strategic risk technically
owned by the ceo

- Many functions participate

+ Not addressed
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Company 1 Company 2 Company 3
(Electronics) (Mobility (Telecommunications)
Mitigation measures - In 2021, company 1decided - Insurance for certain - Focus on efficiency has
to establish a new plant risks under discussion changed: company 3

in a different country to
advance diversification

Investor relations - Investors ask about risks - Other companies are
related to specific countries interested in whether
- Close interaction with company 2 continues

subsidiaries; information is to operate in Russia

also shared with investors

Added value of - Situational assessment - Not addressed
informa!tion prowfit_ied provided by embassies
by public authorities would be most useful

(could be coordinated
at the European level)

is ready to shoulder
costs if this enables
continuity of operations

- Stockpiling of components

- Electricity purchasing
agreements to deal with
fluctuating energy prices

- Georedundancy to create
cross-regional digital
infrastructure clusters

- Nearshoring of critical
tasks (e.g., software
development)

- Business continuity
management

- Financial analysts are
quicker in assessing how
(geoeconomic) risks could
affect the company

- Most often, the focus is on
the financial consequences
of risks: what is the value
contribution of market
xy to the overall result?

- Not addressed

Table 5: Main case study findings
Source: authors
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Company 4 Company 5 Company 6 Company 7
(Energy) (Digital industry) (Telecommunications) (Energy)
- Take arisk - Stockpiling of critical - Market and supply - Market and supply
- Change the existing components is a key chain diversification chain diversification
approach mitigation instrument - Business continuity plans - Business continuity

- Decide not to take a risk

- Geoeconomic risks
are very important

- Risk information is
part of the company’s
annual report (but the
company hardly ever

talks about risk mitigation

solutions in the public)
- Overall, investors and

rating agencies want

more information about

geoeconomic risks

and risks in general

- Very sceptical about
information provided by
authorities as authorities
do not run businesses;
this holds particularly
true for any kind of
public advice on how to
mitigate specific risks

- Business continuity

- Crisis management

management
important given natural
hazards abroad

- Sovereign definition of
product requirements
that need to be met and
certified help to mitigate
risks, too. Sometimes,
however, sovereign
requirements may collide
with the company'’s
multi-sourcing strategy

- Company conducts
supplier audits to issue
supplier certificates

- Cooperation with trusted
and certified partners
that can provide different
components, which
mitigates the risk of
critical dependencies

- General policy not to
accept certain critical
components from China

- Not addressed - Not addressed

- See below

and sanctions

- Some useful information
in relation to the
Russo-Ukrainian war

management

- Not addressed

- Valuable due to the
company’s formal role in
national security of supply
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Company 1
(Electronics)

Company 2
(Mobility

Company 3
(Telecommunications)

Public-private
cooperation

- Close cooperation with
local authorities; the focus
is on daily business rather
than the assessment
of geoeconomic
trends and risks

Private-private - Not addressed

cooperation

Miscellaneous

- Unknown to the
interview partner

- War: exchange of views
with other companies

+ €0,: cooperation to find
common solutions

- Risk foresight “tool”
would be very helpful
- Could provide a kind of

common baseline in view

of what might become
relevant for companies;
could provide a basis
to compare internal
assessments with
information provided
based on the “tool”

- 10-year focus would
be helpful

- Authorities: cooperation
on sanctions in view of
obtaining export licences

- Chamber of commerce:
consolidated assessment
of sanctions

- Internal focus only: supply
chain issues, operationally
critical infrastructure
components, energy

- Competition prevents
direct interaction

- Supplier relationship
management used to
interact with suppliers

Table 5: Main case study findings
Source: authors
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Company 4 Company 5 Company 6 Company 7

(Energy) (Digital industry) (Telecommunications) (Energy)
- Currently a non-issue - Well-functioning - Consults with authorities, - Close cooperation due to
- Selective interaction cooperation with a acts independently formal responsibilities in
on issues like capital business association, national security of supply
market regulation which is most helpful in (1)
and export control assessing local risks and (2)

identifying local partners
- Company has never
considered talking
to the Ministry about
(geoeconomic) risks
- Close cooperation with
the Ministry is considered
to be a reputation risk

- Yes, exchange with - Not addressed - Not addressed - Not addressed
companies operating
in the same industry
- Business associations are
helpful to organise and
leverage lobbying power

- Russo-Ukrainian war - “Radical transparency”
raised geoeconomics to between governments and
the corporate agenda business would help in

addressing geoeconomics
- Sharing of information

is the key, also

between companies
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2.5 INTERNATIONAL BUSINESS RISK AND RESILIENCE MONITOR:
VISION

Drawing on all the elements described in the previous sections, we now
present our proposed vision for an international business risk and re-
silience monitor (IBRRM). As we have argued, there is a need for better
awareness of and preparedness for geoeconomic risks on the part of both
private sector and public sector actors. As we have also argued, the na-
ture of the geoeconomic challenge naturally calls for a new dialogue and
mutual understanding between businesses and governments. In a very
practical sense, we have shown how data collected from corporate entities
can help to map the territory, identify risk categories and rank or rate
them in terms of relevance, impact and preparedness. Practical visual-
ization tools such as the risk map presented above are evidently useful.

To go further, we envisage a broader set of methods, processes and tools

which could be used collaboratively to accumulate knowledge and data,

facilitate scenario analyses and help build a better common understand-
ing of present and future challenges for a relevant set of stakeholders.

Therefore, the IBRRM, when fully developed, should be a collaborative tool

embedded in a public-private framework to advance common activities

that benefit shared economic security needs. To that end, our vision is
that the IBRRM should:

- Advance mutual understanding of the current economic security
situation, as well as alternative future development paths, based on
various scenarios of relevance for economic security

. Provide information about current (and prospective) risks, likely
impacts and perceived preparedness/readiness in dealing with these
risks

- Advance public and private understanding about the interplay of
relevant risk categories and key trends likely to shape their future
evolution

- List major national and international mitigation measures that
are either under consideration or already enacted in response
to geoeconomic risks - including a better understanding of the
impacts of certain geoeconomic actions (e.g., the impacts on the
national economy of sanctions enacted by a third country)

- Provide a comprehensive data space or data repository that facili-
tates access to relevant information by all relevant decision makers.
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To accomplish these tasks, the IBRRM could provide users with core and

supporting functionalities as illustrated in Figure 7. The core functional-
ities would cover four aspects:

Risk map

The risk map would offer a window to describe and assess each

risk category individually and to produce an aggregate overview of
all the individual risk assessments. As the IBRRM is meant to sup-
port economic security, the risk assessment functionality could be
expanded by including specific extra elements, such as sector-spe-
cific risk assessments for different risk categories and time hori-
zons; estimates of the economic relevance of each risk category,
including expected damage if the risk materializes, and the costs of
investments undertaken to advance preparedness for the same risk
category.

Geoeconomic action tracker

The geoeconomic action tracker would provide a meta-level con-
solidation of existing geoeconomic actions taken at national and
international levels, as well as countermeasures adopted by states
that are systemic rivals. For that purpose, the tracker would tap into
specialized databases to create a new one-stop-shop resource for
users. In addition to describing each single action and indicating the
entities affected by these actions, the tracker could also track and
illustrate media sentiment related to specific geoeconomic develop-
ments because public sentiment may in some cases be of particular
relevance.

Impact assessment

The impact assessment functionality would look at the economic
consequences of geoeconomic policy decisions. The primary focus
would be on the impact on companies originating from nations that
have adopted a specific action (e.g., EU nations adopting sanctions
against Russia) or have been targeted with geoeconomic action by
foreign governments (e.g., companies from EU nations targeted

by Chinese economic coercion). The overall purpose of the impact
assessment would be to help users gain a better understanding of
the vulnerabilities of their own corporation, industry or national
economy, because these vulnerabilities will in turn drive an individ-
ual organization’s risk appetite, as well as the ability of governments
and businesses to withstand geoeconomic pressure.
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Figure 7: IBRRM key functionalities
Appearance of proposed IBRRM
dashboard page from which users
would click through to specific
functionalities.

Source: authors
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Risk mitigation radar

The risk mitigation radar would give an overview of what has been
done to dampen the consequences of geoeconomic measures taken
by home or foreign governments. The risk mitigation radar could
focus on financial resources committed to supporting national com-
panies that are directly affected. Depending on the available data,
users could, for example, visualize different aspects such as prod-
ucts, companies or geoeconomic instruments of interest to better
understand the set of companies affected by geoeconomic actions.

In addition, the three suggested supporting functionalities would:

Provide a collaborative scenario development space to complement
the risk map, consider alternative future development paths and
promote mutual understanding of geoeconomic trends among pub-
lic and private stakeholders

Offer users an information repository containing all the sources
used to conduct risk assessments and define scenarios, as well as key
official documents such as government decisions and entity lists
Give users options to create various user fora and offer different
modes of interaction to facilitate direct communication and online
collaboration.
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3 RECOMMENDATIONS

This report has provided an advanced concept for the International Busi-
ness Risk and Resilience Monitor (IBRRM) to be used as a collaborative tool
in support of public-private cooperation. In this section, we outline our
final recommendations. Recommendations 1 to 3 address the setup under
which the tool would be used. Recommendations 4 to 6 address broader
flanking policies or actions to advance geoeconomic understanding.

RECOMMENDATION 1: ESTABLISH STRATEGIC-LEVEL
PUBLIC-PRIVATE DIALOGUE

Governments increasingly intervene in business practice, while companies
can support or undermine government objectives. Synchronizing the ac-
tivities of both parties thus requires a new kind of public-private dialogue
at the strategic level. Regular gatherings between ministers and executives
of leading national companies from critical infrastructure and strategic
technology sectors, for example, should become the norm. Together,
they should review the geoeconomic activities of strategic competitors
and assess how to join forces in repelling rival action and advancing their
own interests. The IBRRM would serve as a most useful tool to inform this
debate as it provides insights into corporate risk assessment as well as the
consequences of economic statecraft on business.

However, public-private cooperation needs to be embedded in public-
public and private-private dialogue about how to prepare for the fallout
of assertive geoeconomic competition. On the public-public side, regu-
latory agencies should strive to develop a mutual understanding of how
regulatory action in one sector might affect the regulatory requirements
in dependent sectors. Private-private dialogue, on the other hand, refers
to the idea that companies involved in the same supply chain could step
up joint efforts to stabilize these supply chains against external geoeco-
nomic forces, engage in joint activities to identify critical components or
provide mutual backup in the event that production facilities go offline.

Public-private dialogue could start with a focus on one or two top-
ics at a time to establish trust and create an atmosphere in which every
participant feels at ease to share information not normally discussed in
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public. Such a discussion will need to provide added value for everybody
involved. Public sector partners need to understand that dialogue really
is a two-way street that must also benefit the private sector rather than
only meeting public sector information requirements. Private sector
partners, in return, need to balance the requirement of treating corporate
information restrictively with the benefit of gaining access to otherwise
non-accessible government information (see also recommendation 3).
Given the existing reluctance to share information, think tanks might
play an important role as mediators and facilitators.

Most importantly, these dialogues should not stop at national borders.
This project has brought Finnish and Austrian stakeholders together to
map geoeconomic risks for companies. Bilateral cooperation sheds light
on diverging risk assessments and provides a first opportunity to better
understand how elements of the risk preparedness approach in one coun-
try could inform partner activities. These kinds of cross-border activities
become more important in the future. The European Commission, for
example, requires nations to assess the potential cross-national impact
of foreign direct investments on security and public order and has intro-
duced a respective cooperation mechanism.*® The information needed to
conduct this assessment could be included in a future IBRRM solution.

Public-private dialogue with international partners needs to be de-
signed carefully. Western nations might see a need to step up dialogue
exclusively among like-minded partners that share similar value sets. This
political preference, however, might run counter to existing corporate
supply and value chains that are very likely to also include corporate part-
ners from nations with diverging political regimes. Inviting these part-
ners might be extremely relevant from a corporate perspective, whereas
political preferences might prevent their inclusion. This underlines the
delicate balance that public and private sector partners need to strike.

RECOMMENDATION 2: COMMISSION REGULAR GEOECONOMIC
RISK ASSESSMENTS

Public and private stakeholders benefit from a mutual understanding of
the relevant risks and their impact. National governments should thus
strive to commission regular assessments of the geoeconomic risks most
pertinent to national companies.*® These geoeconomic risk maps would
complement existing national security risk maps. These assessments

48 Regulation (EU) 2019/452 of the European Parliament and of the Council, Article 8.

49  See also Wigell et al. 2022, 19-20.
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could also entail joint assessments with regional partners to help advance
regional approaches in ensuring security of supply, for example.

Nations have set up various preparedness regimes and delineated tasks
and responsibilities between public and private sector stakeholders. Giv-
en the need for holistic responses to geoeconomic challenges and close
interagency interaction, a country’s premier office - e.g. the Prime Min-
ister’s Office in Finland or the Chancellery in Austria - would be most
suited to commission such assessments. The implementation could be
delegated to a team consisting of the most relevant government agencies
and business associations as well as leading research institutes. The last
would provide scientific input and ensure the setup of an institutional
memory, while the first two would facilitate access to key stakeholders
and provide essential input.

These new geoeconomic risk assessments should become a stand-
ard item on the public-private meeting agenda. This would provide
much-needed visibility and draw attention to the most pressing needs
to be addressed.

Moreover, regular geoeconomic risk assessments would also provide
ample opportunities to look into future developments by, for example,
engaging in scenario analyses and joint discussions on the strategy op-
tions emanating from these scenarios and their likely consequences. This
perspective would also offer public and private foresight entities oppor-
tunities to contribute towards a well-informed geoeconomic debate.

The frequency and thematic scope of the proposed geoeconomic risk
assessments are to be discussed. Given the fast-paced developments of
the recent past, publishing such an assessment annually might not be
adequate to capture their dynamics. Instead, these reports could appear
on a quarterly basis in line with the regular reporting cycles of stock-listed
companies. Whereas quarterly reports could be used to take the pulse of
private sector experts, annual reports could offer an opportunity to look
at broader trends and reflect on medium- to long-term scenarios and
policy options. In addition, annual reports could also be used for thematic
breakdown analyses of specific regions, industry sectors, and technology
and market segments, for example.

RECOMMENDATION 3: PROVIDE A FRAMEWORK FOR
GEOECONOMIC INFORMATION EXCHANGE

Exchanging information about geoeconomic challenges is essential for
public-private interaction to work properly. Specific data, however, may

be classified by public and private stakeholders. Governments therefore

FIAREPORT NOVEMBER 2022 / 65



need to ensure with regulatory action that information can circulate
without restrictions among qualified recipients. This is important as ex-
isting regulation and legislation is often driven by sector-specific require-
ments, whereas geoeconomic risk assessments require a cross-sectoral
approach. Consequently, regulatory authorities should join forces with
business associations to verify existing frameworks in view of possible
stumbling blocks as well as gaps that need to be filled. In this regard, the
existing information exchange practice established to advance critical
infrastructure protection and cybersecurity, for example, could serve as
a useful blueprint.

Moreover, leading business associations should take the initiative and
look at the required framework for direct business-to-business interac-
tion. These associations could also provide the trusted environment for
exchanges among company experts, for example.

RECOMMENDATION 4: ADVANCE EXECUTIVE GEOECONOMIC
PROFICIENCY

Awareness raising is essential to prepare public and private executives for
today’s geoeconomic environment. Executive leadership courses are one
building block to improve geoeconomic proficiency.

These courses need to shape a joint understanding of the geoeconomic
practices strategic competitors are using to understand the vulnerabilities
and need for action.>° Case studies shedding light on how companies op-
erating in different market segments deal with their respective challenges
would be as important as in-depth analyses of public sector decision
making related to the use of geoeconomic instruments.

How to best organize these courses very much depends on the overall
national setup. Finland’s National Defence Courses®! and Austria’s Strat-
egischer Fiihrungslehrgang®? stand in the tradition of engaging public
and private sector actors in more general national security introductions.
Other EU member states offer similar courses. Existing courses could be
expanded to address the interplay between geoeconomics, national secu-
rity and corporate development. Moreover, existing general management
courses offered by management universities could be complemented with
foreign and security policy modules as well as specific modules dealing
with geoeconomics from a corporate perspective. Whatever the preferred

50 Asdiscussed in recommendation 1, these courses could also include partners from abroad.
51  See https://maanpuolustuskorkeakoulu.fi/en/national -defence-courses.

52  See https://stratfuelg.gv.at/.
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approach, it would be important to have harmonized strategic guidelines
that outline the learning and knowledge transfer outcomes to be achieved
with C-level education on geoeconomics. 3

The 1BRRM could provide a collaborative information basis to underpin
these courses and share information among participants in the aftermath.
The regular geoeconomic risk analyses would serve as an additional in-
put to these courses as they would highlight how the geoeconomic risk
picture evolves over time.

RECOMMENDATION 5: CONSIDER TRANSPARENCY
AND COMMUNICATION REQUIREMENTS RELATED TO
GEOECONOMICS

Companies report on corporate risks based on different requirements.
However, many risk reports are so generic that it is hard to understand
how individual geoeconomic risks affect corporate activities. Business
associations and member companies should take the lead and assess how
corporate communication - and investor relations in particular - can
meet the growing information need of investors and the informed public
audience concerning the impact of geoeconomic developments on cor-
porate activities.

This aspect becomes more pertinent as many companies already engage
in sustainability reporting. Today, sustainability reporting focuses on
environmental, social and governance criteria. However, sustainability
is also endangered by geoeconomic risks that affect the availability of
technologies, cut off the provision of key raw materials or subsidize the
development of products in a way that is detrimental to good climate pro-
tection practice. This is why sustainability reporting should be broadened
to include geoeconomic risks as well.

RECOMMENDATION 6: CONSIDER THE ROLE OF INCENTIVE-
BASED REGULATION IN PREPARING FOR GEOECONOMIC RISKS

Incentive-based regulation uses carrots and sticks to prompt changes in
individual behaviour. It has been one instrument used to advance envi-
ronmental regulation based on market principles. The same idea could be

53 These courses could also be tailored to address the needs and availabilities of different target groups; for
example, by limiting C-level courses to two days only, while the course for the next management level could
be more extensive to enable looking at critical issues in more depth.
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applied to advance corporate preparedness in dealing with geoeconomic
risks.

Public incentives are one way to provide incentives. Governments
could, for example, consider tax breaks for investments in alternative
sources of technology to promote supply chain resilience.>* Stepping up
export risk insurance for operations in countries considered more palat-
able than others is another idea. Moreover, governments can put money
on the table to incentivize supply chain reorganization, as in Japan®® and
South Korea, > or to stimulate the reshoring of critical manufacturing
capacities, a measure recently taken in the United States.>”

Private incentives provide another perspective. On the one hand,
companies can step up geoeconomic preparedness by asking suppliers to
shed light on how they deal with geoeconomic risks and include bench-
marking in service level agreements, for example. In addition, companies
can also consider mutual help for supply chain partners by exchanging
critical personnel in times of shortages, sharing raw materials or providing
liquidity when partners run out of funds.

On the other hand, financial analysts and insurance companies can
play key roles as well. Both assess to what extent companies withstand
risks and how they prepare to weather storms should these risks ma-
terialize. Investments in business continuity management and the di-
versification of key suppliers, key materials and essential supply lines
advance corporate preparedness and can reduce critical dependence.
These investments cost money to bolster the corporate coping capacity.
Financial analysts could positively acknowledge these investments and
portray them as much-needed activities to cushion the geoeconomic
risks a company faces. In addition, insurance companies could provide
discounts on companies that undertake certain preparedness measures.
They could also consider a risk premium when companies reduce risks by
moving corporate activities from one location to another to lower the level
of geoeconomic dependence, for example. Sophisticated hedging policies
using state-of-the-art technologies are another way to advance corporate
risk mitigation, and companies that use these technologies could benefit
from bonus ratings by insurance companies and financial analysts.

54 Onarelated matter, Japan is currently considering the idea of “offering tax incentives to defense contractors
that bolster cybersecurity measures”. See Miki 2022.

55 Todo 2022.
56 Kim 2020.

57 For example, the cHIPS and Science Act was signed into law by President Joseph R. Biden on 9 August 2022.
See The White House 2022.

68 / NOVEMBER 2022  FIIA REPORT



FINAL REMARKS

Geoeconomics matters. It matters to businesses, and it matters to states.
In this report, we have highlighted the key research findings of the IBRRM
project, in the course of which we surveyed companies, carried out de-
tailed corporate case studies and developed a vision for a new tool to
understand and respond to geoeconomic risks.

Traditional risk analysis frameworks may not offer a clear place for the
very particular intersection of political and economic risks that geoeco-
nomics represents. As we have broadly defined it, geoeconomics is the
pursuit of power politics using economic means. This includes measures
such as embargoes, sanctions, export controls, anti-competitive business
support measures by rival states - whether through financial means or
otherwise - as well as policy responses such as screening of foreign in-
vestments. The first contribution of this report was to suggest how to
position geoeconomic risks in comparison to other risks or threats from
a state and a corporate perspective. Building on these considerations,
we developed a geoeconomic risk catalogue - covering all types of risks,
including several crucial categories of geoeconomic risks - and used this
catalogue to generate a geoeconomic risk map, which helps to assess
businesses’ existing degrees of awareness of and preparedness for various
categories of risk.

One of our central findings, illustrated through the risk map, is that
both awareness of and preparedness for geoeconomic risks are likely
insufficient in many European firms. Businesses, national governments
and the EU institutions have a common interest in becoming better at
understanding, assessing, anticipating and mitigating multiple types of
geoeconomic risks.

The nature of this challenge calls for new forms of public-private, pri-
vate-private and public-public cooperations and partnerships. Through
detailed case studies, we were able to deepen our insights and explore the
nature of the geoeconomic challenges faced by certain European com-
panies - as well as their potential needs and readiness for new forms of
cooperation.

In the final sections of this report, we also presented a vision for a
collaborative tool that would enable stakeholders - both businesses and
governments - to work together to better document, understand, antic-
ipate and mitigate geoeconomic risks.
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As part of our final recommendations, we have stressed the need to
create a new strategic-level public-private dialogue to better address
collaboratively the challenges ahead. We also believe there is a growing
need for public authorities to commission regular geoeconomic risk as-
sessments, as well as for the creation of executive-level education - for
both private and public sector decision makers - concerning geoeconomic
risks and how to master them.

In an era of disruption and renewed great power competition, the very
nature of how to do business and how to govern the relations between
businesses and governments is changing rapidly. With this work, we hope
to have contributed to a way forward.
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