
 
 

 
 

Public-Private Expert Workshop 
on Protecting Non-Nuclear Critical Energy Infrastructure from 

Terrorist Attacks 
 

 11-12 February 2010 (Vienna, Austria) 

 
Organized thanks to the support and generous extra-budgetary contributions 

from the United States of America and the Principality of Liechtenstein 

 
 First Day - 11 February 2010  

Time Event Location 

8.00 a.m. – 
9.00 a.m. Registration of participants Segment 

Galerie  
 
 
9.00 a.m. – 
9.30 a.m. 
 
 
 

Welcoming Remarks 
 

• H.E. Ambassador Kairat Abdrakhmanov 
Permanent Representative of the Republic of Kazakhstan to 
the OSCE, on behalf of the OSCE Chairmanship-in-Office 

• Dr Carol Fuller, Deputy Chief of the United States Mission to 
the OSCE 

• Mr Paul Fritch, Director, Office of the OSCE Secretary General 
 

Moderation: Mr Raphael F. Perl, Head on Anti-Terrorism Issues 
OSCE Action against Terrorism Unit 

 

Neuer Saal 

 
 
 9.30 a.m. – 
10.45 a.m. 
 
 
 
 
 

Session 1 

Assessment Methodologies and Measures  
to Protect Non-Nuclear Critical Energy Infrastructure  

from Terrorist attacks 

• Dr Luigi Rebuffi, Chief Executive Officer of the European 
Organisation on Security (EOS) and Deputy Security Director of 
the Aerospace and Defence European Industry Association (ASD) 
Risk Assessment Methodologies to Protect Non-Nuclear Critical 
Energy Infrastructure – including identification of critical infrastructure 
and interdependencies between critical sectors 

 

• Mr Alex McGowan, Global Security Manager for Royal Dutch Shell, 
Chairman of the Security Committee of the International 
Association of Oil and Gas Producers (OGP) 
Physical Security of Non-Nuclear Critical Energy Infrastructure – 
including the need for common safety and security best 
practices/standards 

 

Neuer Saal 
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• Mr Eric Luiijf, Principal Consultant, Defence, Security and Safety, 
Netherlands Organisation for Applied Scientific Research (TNO)  
Cyber-Security of Non-Nuclear Critical Energy Infrastructure  

 

• Mr William N. Bryan, Deputy Assistant Secretary for Infrastructure 
Security and Energy Restoration, U.S. Department of Energy 
Resilience of the Non-Nuclear Energy Infrastructure System – including 
asset management strategies, storage requirements, strategic 
reserves, transport policies  
 

Moderation: H.E. Algis Dabkus, Ambassador-at-Large, Terrorism 
Prevention Issues, Transatlantic Cooperation and 
Security Policy Department,  Ministry of Foreign Affairs 
of the Republic of Lithuania  

 

  10.45 a.m. 
–11.15 a.m.  Coffee Break Vorsaal 

  11.15 a.m. 
–12.30 p.m. 

Session 1 – Continued 
Discussion  

Neuer Saal 
 

12.30 p.m. 
–2.30 p.m.  Lunch Vorsaal 

 
 
2.30 p.m. – 
3.45 p.m. 
 
 
 
 
 
 
 
 
 
 
 
 

Session 2  

Multi-Stakeholder Co-ordination and Co-operation  
to Protect Non-Nuclear Critical Energy Infrastructure  

from Terrorist attacks 

• Mr Denis Osipchik, Chief Specialist, Situational Response 
Department, Secretariat of the State Security Council of the Republic 
of Belarus 
National Inter-Agency Co-ordination to Protect Non-Nuclear Critical 
Energy Infrastructure against Terrorist Attacks 

 

• Mr Yuri Alekseyev, Head of Department and Deputy Head of the 
National Anti-Terrorism Committee (NAC) of the Russian Federation  
Public-Private Partnerships to Protect Non-Nuclear Critical Energy 
Infrastructure against Terrorist Attacks 

 

• Mr José Antonio Hoyos Pérez, Policy Officer, Directorate-General 
Energy and Transport (DG TREN), European Commission 
EC initiatives on Critical Energy Infrastructure Protection 

 

• Dr Frank  Umbach, Senior Associate for International Energy 
Security Centre for  European Security Strategies (CESS), Berlin 
The Role of International Organizations in Protecting Non-Nuclear Critical 
Energy Infrastructure against Terrorist Attacks 

 
Moderation: Dr Heiko Borchert, Managing Director,  

Dr Heiko Borchert & Co., Switzerland 
 

Neuer Saal 

3.45 p.m. –
4.15 p.m. Coffee Break Vorsaal 
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4.15 p.m. –
5.30 p.m. 

Session 2 – Continued 
Discussion  

Neuer Saal 

 
 
5.30 p.m. –  
5.45 p.m. 
 

Closing Remarks – First Day 

• United States of America 
• OSCE Secretariat 

Neuer Saal 

 
5.45 p.m. Cocktail Reception Vorsaal 

 

Important Note Regarding Proceedings of the First Day 
To facilitate discussion within time constraints, each keynote presenter will have to limit their 
presentation to 15 minutes, but all are encouraged to provide more exhaustive written remarks which 
can subsequently be provided to all participants to permit questions and comments from the floor. Power 
Point presentations are welcome. In this regard, please note that active discussion between participants 
is considered the most beneficial aspect of this conference. Participants are therefore strongly 
encouraged to come prepared to discuss and share specific experiences, to identify needs and areas of 
possible improvement and to utilize panel experts as resources. 

To promote interactive discussion, formal statements and interventions in the working sessions should 
be as concise as possible and should not exceed five minutes. Long statements should be submitted in 
writing, preferably in advance of the workshop. 
 

 Second Day - 12 February 2010  

Time Event Location 

 
 
9.00 a.m. – 
9.30 a.m. 

Introduction to Simulation 
 

• Orientation briefing: what is about to happen 
• Introduction of ground rules and roles 
 
Simulation Leader : Dr Erhard Busek, former Vice Chancellor of 

Austria and former Special Coordinator of the 
Stability Pact for South Eastern Europe 

 

Neuer Saal 

 
 
 9.30 a.m. – 
10.45 a.m. 
 
 
 
 
 

Scenario Segment 1 
“September 2010” 

 
• Presentation of scenario events (Nigeria focus) 
• Discussion of implications for the OSCE: 

- What opportunities does this situation create for terrorist attacks 
within the OSCE region? 

- What would be the consequences of a substantial attack in an 
OSCE country right now? 

- What steps can OSCE participating States (independently and sub-
regionally) take to increase preparedness and resilience? 

- How able are OSCE participating States, especially in Europe, to 
share gas in the event of a disruption? 

 

Neuer Saal 
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  10.45 a.m. 
–11.15 a.m.  Coffee Break—Distribution of news updates Vorsaal 

  11.15 a.m. 
–12.30 p.m. 

Scenario Segment 2 
“October 2010” 

 
• Presentation of scenario events − continued 
• Discussion of implications for the OSCE: 

- What can OSCE participating States do to increase resilience of the 
energy infrastructure system and prevent cyber threats to critical 
energy infrastructures today?  

- If an attack occurs, co-ordinated across different countries of the 
OSCE region or otherwise, what initial steps can participating States 
take to deal with the impacts?  What measures need to be in place 
for inter-agency co-ordination, international co-operation (cross- 
border and sub-regionally) and co-operation between state 
authorities and the private sector? Do we have a set of best 
practices? 

- Are there potential secondary physical attacks or disruptions that 
OSCE participating States should prepare for?   

- What are the potential consequences for combined physical and 
cyber attacks within the OSCE region? 
 

Neuer Saal 
 

12.30 p.m. 
–2.30 p.m.  Lunch Vorsaal 

 
 
2.30 p.m. – 
3.45 p.m. 
 
 
 
 
 
 
 
 
 
 
 
 

Brainstorming Session:  
Threats to Critical Energy Infrastructure 

 
Against the background of this scenario, even small disruptions will 
have large impacts on price, therefore OSCE participating States 
need to assess, prevent, respond to, and enhance resilience in the 
face of a wide range of potential threats (cyber and physical) that 
would previously not have been of major concern. 

Participants will split into two groups, one with full simultaneous 
interpretation (Neuer Saal), the other working in English only 
(Ratsaal). 

 
• Introduction of task 
• Brainstorming of threats (cyber and physical) to and 

vulnerabilities of critical energy infrastructure 
 

Neuer Saal  
2nd Floor  
 
 
or 
 
 
Ratsaal 
5th Floor  
 
 
 
 
 
 

3.45 p.m. –
4.15 p.m. Coffee Break Vorsaal 

4.15 p.m. –
5.00 p.m. 

Simulation Wrap-up and Closing Remarks 

• Simulation moderators 
• OSCE Secretariat 

Neuer Saal 

 
Note Regarding Proceedings of the Second Day 

Please refer to the Scenario Overview attached to this agenda. 




